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Abstract 

A U.S. government entity sought to incorporate outside expertise when reassessing its 
approach to supply chain risk management (SCRM). Due to globalization, organizational 
supply chains often depend on primary, secondary, and tertiary suppliers located around the 
world. To mitigate risk, the entity selected an academic team from Mercyhurst University that 
included professors experienced in intelligence, supply chain decomposition, and risk 
management and a student team experienced in intelligence collection, aggregation, and the 
use of structured analytic techniques. The Mercyhurst team used OSINT tools, techniques, and 
tradecraft in a top-down and bottom-up approach to assess the government entity’s supply 
chain. The top-down approach employed such competitive intelligence techniques as 
benchmarking and “Know Your Customer (KYC)” procedures, while the bottom-up approach 

examined the existing risk identification and categorization approaches used by the 
government entity’s subordinate organizations, standardized and quantified them, then used 
Root Cause Analysis to analyze threats and recommend mitigation strategies. 
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